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Ewe TeHaoeHUUM. ..

YPBAHU3ALUA
+2.5B people in cities
by 2050

Source: United Nations, DESA

loT & UWDPPOBU3ALINA

50B connected things
by 2020

Source: Cisco

WHOYCTPUATNTU3ALUA

+50% Energy consumption
by 2050

Source: IEA
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VIHTEpHET Bellen

WHTepHeT Bewen (aHrn. Internet of Things, loT) —
KOHLIENUNS BEIMUCIIUTENTbHOW CETU PU3NYECKUX OOBEKTOB («gewel »),
OCHALLEHHbIX BCTPOEHHBLIMW TEXHOMNOIMMSAMM AN B3aMMOAENCTBUA OPYr C
OPYrom nnu ¢ BHeLLHen cpenou

* KoHuenuua cdopmynmposaHa B 1999 rogy n HaumHagda ¢ 2010-x rogos
CUUTaeTCsl BOCXOOAALNM TPEHOAOM B MHPOPMALMOHHLIX TEXHOSOMMSX,
npexae Bcero, bnarogapsa NnoBCEMECTHOMY
pacrnpocTpaHeHunto 6ecrnpoBOAHbIX CETEN, MNOABIEHMNIO 0ONAaYHbIX
BbIYNCITIEHNWN, PA3BUTUIO TEXHOSTOMM MEXMALLUMHHOIO B3aUMOOENCTBUS,
Hadany akTMBHOro nepexoga Ha IPv6 n ocBoeHnio nporpamMmMHo-
KOHDUTYPUPYEMbBIX CETEN.
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VIHTEpHET Bellen

Hocumble ycTpoiictea, ObIT "YMHbIe" goma Be3sonacHocTb
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Raspberry P

OpHonnaTHbIA KOMMNbIOTEP

pasmepomM ¢ 6GaHKOBCKYHO KapTy, M3HayanbHO pa3paboTaHHbIA Kak bromkeTHada
cuctema ans obyyeHust tHopmaTuKe, BNOCNEACTBMM NONYYMBLUMA HaMHoro bornee
LUMPOKOE MPUMEHEHNE N NONYNSAPHOCTb, YEM OXMUOann ero aBTopbl.

PaspabatbiBaeTca Raspberry Pi Foundation. Bcero 3a Tpu roga 661510 npogaHo

bonee 4.5 munnmnoHos yctponcts Raspberry Pl.
BbinyckaeTca B crieayrowmx Bepcusax:

Bepcus | IaTa BbIX0aa IIpoueccop Yacrtora|dxep O3Y | GPIO USB Ethernet| WiFi Bluetooth|cronMocTs
«A» ?gfgm ARMI1176JZ-F 700MHz 256 M6 | 26 muHoB | 1 mopt HeT $20

«A+» |HOAOPE 2014 |ARMI1176JZ-F 700MHz 256 M6 40 mHHOB | 1 mopT HET $25

«B» anpens 2012 | ARMI1176JZ-F 700MHz 512 MG | 26 nHHOB | 2 IOPT ecTh $35

«B+» |HoOBEB 2014 | ARMIL76JZ-F 700MHz 512 MG 40 nuHOB |4 nopTa ecTh $30

«2B» ?gffw‘ ARM Cortex-A7 900MHz |4 |1T6 |40 muHoB 4 mopra ects $30
«Zero» |HOAGPL 2015 | ARMI1176]Z-F 1GHz 512 M6 |40 nugoB | 1 mopt miniUSB OTG |HeT $5[8]

3y  |PoBPATS ARM Cortex-A53 x64|1.2GHz |4  [1T6 |40 miHoB 4 mopTa ecth  |802.11n|4.1 $35
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Raspberry Pi"
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O6HoBreHHbIN MUKpokomnbloTep Raspberry Pi Zero
NosTy4nn NoAaep KKy Kamepbl U MO-NpexXHeMy CTOUT

$5
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«  MQTT (Message Queue Telemetry Transport) — ynpoLLEHHbIN CETEBOM MPOTOKON,
paboTtatowmn nosepx TCP/IP. cnonbayeTtca ans obmeHa coobLueHnsa mexay
yCTponcTBaMn Nno NpUHLMNY nagatenb-noannucymkK.

BoamoxxHoCTH:

* [lpocT B ncnonb3oBaHuu. [poTokon npeacraBnsaeT cobom nporpamMmmHbIn 6rok 6e3
NUWHEN PYHKUNOHANMBbHOCTU, KOTOPbIA MOXET OblTb BCTPOEH B fHOOYIO CIOXHYHO
cucTemy;

« LLabnoH npoekTnpoBaHnsa nagarenb-nognmcymnk yaodeH ans 60nbWMHCTBa peLeHnin ¢
aaTynkamun. [laet BO3MOXXHOCTb YCTPONCTBaAM BbIXOAUTb Ha CBSA3b M NyOnmnKoBaTb
coobLLeHns, KOTopble He DbinNu 3apaHee U3BECTHbI UK NpegonpeaeneHsbl;

* Jlerok B aaMMHUCTPUPOBAHUM;

»  CHuXeHa Harpyska Ha KaHar CBA3U;

« Pabota B ycrnoBusix NOCTOSIHHOW NOTEPU CBA3WN UMK APYrnx Npodnem Ha NINHUK;

 HeTt orpaHnyeHuni Ha popmaT nepenaBaeMoro KOHTEHTA.
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 WUsparenb-nognucyuk — noBegeH4Yecknm wabnoH
NPOEKTUPOBAHMS nepegavm coobLLeHn, B KOTOPOM OTNPaBUTENN
CcooOLEHNN, UMEHYEMbIE U3gaTenamMn, HanpPsIMyto He NPUBS3aHbI
NpOrpamMmMHbIM KOOOM OTMNPaBKN COODLLEHNI K NOAMUCHNKAM.
AHarnorn4HbiM obpasom nNoAnMCHYMKU MMET Aeno ¢ OAHUM U
HEeCKONbKMMU Knaccamu coobLLeHnin, abCcTparnpyacb OT KOHKPETHbIX
n3nartenen.

e |WabnoH nmeet onucaHme KkaHana codbITUI, cneuuanbHO
npeaHa3Ha4YeHHOoro A5 OrnoBeLWEHNSA O CODbITUSX.
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Other broker (e.g. 2nd DC)
configured as a bridge ——
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MupgyctpuanbHbin loT

"MHTepHeT BeLen” B NPOMbILLIIEHHOCTHU

CyLLECTBYET yXe Lernoe ycToaBleecs BblpaXXeHne "npoMblLLNIeHHbIN MHTEPHET" (Mnn
"MHOYCTpUarbHbIN MHTEPHET Bellen"). XoTH, Kak NpaBuso, BbINOSHAET 3TOT
MPOMBILLSIEHHbLIA UHTEPHET Te Xe 3a4ayu, YTO U AaBHO 3HAKOMble BCEM TerieMeTpus
n TenemaTuka. PasHuua sakniovaetcs B OusHec-monenu 1 3agencTBOBaHHbIX NTMHUAX
CBA3MW.

MOHUTOPUHI 1 aBTOMaTU3aLUMs NPOLECCOB B NPOMbILLNIEHHOM NPON3BOACTBE
MNO3BOSIAET COKPATUTbL 3aTpaTbl U NOBLICUTb Ka4ecTBO. [Mpobnema MOXeT ObITb TONbKO
B CTOMMOCTW NogoBHOM MogepHM3aumMm ans npeanpusatust n ypoBHE ONacHOCTH,
KOTOpasi CBsi3aHa C NnoaksitoveHnem 3asoga (mnm ckaxem ASC) K BCEMUPHOWN CETMW.

Ho "mHaycTpuanbHbl MHTEPHET BeLLen" ceroqHa No3BONseT caenaTtb HeyTo bonee
NHTepecHoe. K npumepy, ynpasreHne XN3HEHHbIM LIMKITOM U3Oenus nocrie ero
npogaxu. NogobHbIN NpUHUMN PaboTbl C MPOMBbILLUIIEHHOW NPOAYKUNEN MEHSIET Camy
mMoaernb 6usHeca. PaccMoTpuM CUTyaumio Ha KOHKPETHOM MpumMepe.
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 Hawe npeanoxexuve ans lloT.
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%‘(,TpanmuMOHHbu‘/'l Device Integration

Information Server
InTouch Historian InBatch Intelligence Mobile




@OI Server

@ Prior @ Q3 2015 @ Ql 2016@ Q2 2016

Allen- Bradley
° GE °
. Modbus .
. Siemens B

Allen-Bradley
Automation Direct
Bacnet
Beckhoff
Bosch Rexroth
Eaton

GE

Mitsubishi
Modbus
Opto22

Wago

Allen- Bradley
Siemens

Automation Direct (New Ol)
Bacnet (Update)

Beckhoff (Update)

Mitsubishi (Update)

InTouch Machine Edition (New Ol)
Instep eDNA (New Ol)

MQTT (Internet of Things) (New Ol)
Modbus (New)

Omron (New Ol)

OPC-UA Client (New Ol)

SNMP (New Ol)

Texas Instruments (New Ol)
Wonderware Gateway(New Ol)
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Device Integration

WSP

BACNET

TwinCAT
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EQVHBIN KOHAPUTYPALMOHHbIU
MHCTPYMEHT

Roclawell
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HMI SCADA noptdonuo
Crangapei m
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ITME Full Runtime Edition

ITME Full Runtime
am Windows10 My S8 Windows Server2012
E8 Windows 8 wmu'onéﬂ i 7 Windows Server 7z

ITME IDE

Development Station ITME EmbeddedView

My Windows Embedded
“.J' Standard 7

ITME CEView

ml Windows Embedded
M Compact

ITME loTView
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@ IOTView — Any Device HMI
Sg} Operations Integration — Connectivity
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s unnl
PEPTTLL L
wus

@ InTouch Access Anywhere - Visualization

. .'...::.---.-..__...
e %0, @ Wonderware Online - Historian

.* --.
,l
aumnn®

System Information
Platform InTouch  Historian InBatch Server Intelhgence Mobile o5 \d -
Xy «® %4 .0 ] ‘:Q o, .
1) o® * : o %% Yo, Tt .
'.,' Y N : . o‘ LR ... “ta.,
” "N * 2 Ta, . .
§ 5 IO %, e, "+, (lll)ySmartGlance- Mobile Device Plant Data
A d
s . .® ‘ 2 i3 ot tterm ak %
y 4 IR 1 q?’h,
YpaneHHble %,
B nnoLwanku

Olhm_,r County !
*
*
. e
> o D"

1 ynpaBneHus
Jofin Wayne Aiport + ;:’; Micheg., N
" ¥ P hf;-. Gr fu!Pnlk Balloon & . g
:",, ~ \ “ " *
\5..,‘ &5; X it on s Y v :a : "*‘"\ ey ’. 9
\b_ [ - o o w : Ll “ 7 0.. \\r,
'a Iﬁ%‘\_ o "ﬂ\ . “ ’.0 g o Re =
. i ) VlHdopapryKTypa ' ( \
> . E.i‘? “ & ;,, - &h‘""ﬂm«
per n . o s !
wport [ ]
b @U @J r@u @U Doae Mo6unbHble®™, )
YnpasneHue ﬂ g “, ~aKTuBbI ~_ Mo6unbHbIE
. Oo=0 non b3oBaTeny |
YAaaneHHoe OO==1 OQDOR
\'\\M ~}“r' 2 o

. Npoueccammu

&

o6opyAoBaHune
11 -ﬁ

iy D
o D




Halle npegnoxeHue

Connect Collect Contextualize Close the loop

;Nzrllderwa; Wonderware Wonderware
niouc — System Platform InTouch —
Machine Edition f Y \ - WindowViewer

| -------------’
E ﬁ' > 5 lloT Gateway -=> Maintenance
=Y Powered by Wonderware KPIs
Central Industrial
Platform for
Maintenance
I
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Big Data Analytics, Collaboration, and Mash-Up Apps

| | |

Analytics & Apps Analytics & Apps Analytics & Apps

Data Historian Database

Connectivity and Data Model

a [

Suppliers Operations Customers & Products
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REAL-OPERATIONS
MANAGEMENT DASHBOARD
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Big Data
City

CONNECT EXECUTE

Transport Buildings Environment

Existing systems

Heterogeneous communication protocol — supporting both industrial & loT ones
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MupgyctpuanbHbin loT

KomnaHusa General Electric Hannykana cBou peakTuBHbIE ABUraTeN OrpOMHbIM
KONMYEeCTBOM AaT4YMKOB, M cenyac crnocobHa crneauTb 3a nx pabdoTon, rae bl OHU HK
9KCNNyaTnpoBanucb (ecnu, KOHEYHO, eCTb CBA3b). I He NPOCTO OTCNeXmnBaTb, HO Aaxe
NPOrHO3MpoBaTh MNOMIOMKU ABUraTenen B pexnme peanbHOro BpemeHu. Takum obpasom, Te,
KTO 9KCnnyaTupyeT nx Npoaykumo, MoryT He 6eCcnokonTbCsl O PEMOHTE 1 0OCHYXUBaHUN,
MNOCKOSbKY 3TMM 3aHUMaeTca npousBoguTens. o aton npnunHe General Electric
ob6bsBMNa HegaBHO, YTO HAMEpeHa NpogaBaTbh HE caMu ABUraTtenu, a Bpemst paboTbl 3TUX
ABuUraTenemn.

OTO HE eAMHUYHLIN NpuMep. Bo3MOXHOCTN 0BCnyXnMBaHMA N yOareHHOro KOHTPons 3a
paboTon CrnoXXHoOro o6opyaoBaHUS HACTOMNbKO BESTMKN, YTO Hanbonee npoaBuUHYThIE
Npou3BOAUTENN TENEPb NOCTABNAT NOTPEOUTENIO HE NPOAYKLUIO, a YCRyry no ee
aKkcnnyarauyumu.

A 3agadva onepaTopa CBsi3M B Takou cuTyauum - obecnevynTb BO3MOXKHOCTb ObICTPOro
obmeHa JaHHbIMU Mexay NpeanpuaTMeM 1 ero nsgenmem. Pasymeetcs, B Takon BU3HeC-
MOAESN M NMOMUMO NPOMbILLFIEHHUKOB U CBA3UCTOB €CTb eLle BeHOopbl U padpaboTunku 10.

e
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MupgyctpuanbHbin loT

YOANEHHbBI MOHUTOPUHI TRUCONNECT® AN KPAHOB

* Ycnyra TRUCONNECT® peanusyetca yepes yaaneHHoe nogknoyeHne. Mol cobrpaem un
HanpasfsgemM Bam gaHHble 0 pakTUYEeCKOM NUCMNOoSib30BaHMN BaLlen rpy3onogbeMHON
TEXHUKN. Pacnonarasg Takumu gaHHbIMKU, 3aKa3dnK MOXET “BUOETL”, KaK dKCMnyaTupyeTcs
KpaH M KakoB OCTaTOYHbIN pecypc onpeneneHHbIX KOMMOHEHTOB, MOXET C BOnbLUEN
YBEPEHHOCTbIO MiaHMpPoBaTh CBON AENCTBUA U pacxodbl HA TEXHUYECKoe 0DCIyXnBaHue.

 [obGaBuB B cTaHOAPTHYH OTYETHOCTL ycnyry Alerts, Mbl npeanaraem caenartb 0CoObIN akueHT
Ha nHopMauumn, cBa3aHHOW ¢ 6e30nacHOCTLIO (Hanpumep, neperpyskn, neperpessbl),
KOTOPYIO Mbl HanpaBfsieM BaM Mo 3IEKTPOHHOW noyTe u/unm SMS-coobueHnem HemeaneHHo
nocre HacTynneHust Takoro cobbITus. Y Bac eCTb BO3MOXHOCTb ObICTPO NPUHATD
COOTBETCTBYHOLLNE MEPDI.

+ HoBoe obopynoBaHne Konecranes NnocTtaBnsieTcs y>ke C BO3MOXHOCTbO MOAKNIYEHNS K
cucteme TRUCONNECT®, HO ee TakKe MOXHO YCTaHOBUTb Ha CyLLECTBYIOLLNE KPaHbl B
pamMkax nporpammbl no nepeobopynosaHuto Retrofit. Cuctema yganeHHoro nogknoyeHms
npeanonaraet yCTaHOBKY KOHTPONbHO-U3MEPUTENBHOIO YCTPOMCTBA, KOTOpoe cobupaet
noapobHbIe AaHHbIE C KpaHa M OTnpaBnseT ux B yaaneHHbln LleHTp 06paboTkm gaHHbIX
KoMnaHun Konecranes no 3awmilieHHoOMY KaHany cBsasn. B ynganeHHom LleHTpe obpaboTku
AaHHbIX MHOPMaLMS aHaNM3NPYeTCs, N COCTaBMNSIETCS OTYET, KOTOPbIA MOXHO MPOCMOT e

Page 31 B PEXMME OHJTalH.
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I3ameHeHne naHalladTa

S-layer architecture Cyber-physical
system (CPS) based automation
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bnaropapum 3a BHMMaHue!
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CAMAPA
TeA. +7 846 273 95 85
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Broker.Mqttdashboard.com
(unsecured port 1883)
Or
Test.Mosquitto.org
(secured)

Browser

“Anywhere” Applications
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PacLunpeHHasa nHrerpauus

C YCTpouUcTBamu

CTtangapTHble n
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- Device Integration

Industrial
Application
Server

Legacy HMI
Systems

InTouch InSQL

[
PLC Systems ) ¥ ]
Fieldbus System _!...
Distributed 1/0 DCS & PLC
Systems

Haw Tekywmn naHgwadr w

OPUEHTMPOBAH Ha YCTPOWUCTBA
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DA Servers

MpocTon KomnnekcHble NHpopmaums B
BBOZ/BbIBOS, AaHHble KOHTEKCTE
OpueHTupoBaHbl IOT -coBmecTumo

Ha yCcTponcTea
MmobanbHo

O6nayHo ))

OTO yXXe HE TOSIbKO AaHHbIE. ..
Peub naget o
rmo6aribHOM KOMMYHUKaALUMOHHON CTpaTerum




TexHonornyeckasa apxutektypa lloT

MpunoxeHus

Mnardpopma
MpoMeILLeHHoro
UHTEpHETA

Cpepna nepenauun
OaHHbIX

Cpena cbopa
OaHHbIX

Mogknouaemoe
obopynoBaHue

\ Pocrenekom

4 4 A

API

API API/HMI

YnpasneHue yctpoictBamu (SCADA, ACYTM)

WHCTPYMEHTbI MHTENNEeKTyarnbHOro aHanusa AaHHbIX

C6op U XpaHeHHe AaHHbIX (LIO)

QMI(CIIIPOBEHHGH CBA3b

4

v

CnyTHUKoBan cBA3b MobunsHas cBfsb

CeTeBble WNH3bl (KOMMYTATOPbl, MapLUPYTU3aTOpPbI)

JNokanbHble ceTtu (Ethernet; WiFi; ZigBee; Bluetooth)
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OpraHu3aumsa KOHCOPLMYMOB U pa3paboTka

(‘ Poctenekom
CTaHOapToB
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HOBYIO WccrnegosaTtenbckyo komuccuro MK-20 B cekTope v MANOTHbIE NPOEKTHI
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PocTenekom = OcHoBaH B MapTe 2014 ¢ Uenblo 06beaVHEHWUA
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